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ITamaTka o HeKOTOpPEIX crioco6ax BO3JIEHCTBUS U BOBJIEYECHUS
YKPaHHCKHAMH CIIENCay)0amMu rpaxad PO B AUBEPCHOHHO-TEPPOPHUCTHIECKYIO
ACSTENBHOCTD U CII0CO0aX 3allUTHI B ClTydae IaBlIeHHs | MaHHITYJIMPOBaHKS
CO CTOPOHBI 3JI0YMBIIIIEHHUKOB

Pacckaxxem o HCKOTOPBIX IpaBUilaX OOUTENBHOCTH, KOTOpBIE HEOOXOLUMO
cobro1aTh, 4TOOBI HE CTATh ’KEPTBOU 3I0YMBINLUIEHHUKOB. C IeIbIo HEIOIYILIEeHHUS
COBEPIICHUS  MPOTHUBOIPABHEIX  JeHCTBMIH TCPPOPUCTUYECCKOM  HAIPABIEHHOCTH
PasBsCHACM: €CIIM BaM, BalllUM POJCTBEHHUKAM WU OIH3KUM, MOCTYHAIOT 3BOHKH OT
HEU3BECTHBIX JIML, IPeCTaBIITIOMIMXCS COTPYAHHUKaMH IIPaBOOXPAHHTENBHEIX OPraHOB
(©CB, nonunuu, clencTBEHHOTO KOMHUTETa, IPOKYPATypPhl U T.1.) ¥ 3BOHHUBILHE IIPOCST
[IOy4acTBOBaTk B CIENMATBHON Oepanuu (yueHusx), KOTOpBIE HampaBJIEHBEl Ha
NeCTabUIM3aIui0 PaBoTE rocyzapcrsa, 0aHKOBCKOTrO CEKTOpa H T.J. IIOJ IIPeNIoroM
IPOBEPKHA pPabOTEI COTPYJHMKOB GE30MACHOCTH WM IIPaBOOXPAHUTEIBHBIX OpPIaHOB.
Hanpumep, #3rotoButs “koKTeiis MoioroBa” u KUHYTBb B OTZEJI TIOJIMLHH, BOEHKOMAT,
CIICICTBEHHbIH KOMMTET, IPOKYPATypy H T.II. IIpH 5TOM 3BOHHUBINHKE OYyIyT YyTBEPKOATH,
YTO 38 JaHHOE EIHUE OTBETCTBEHHOCTH HUKTO HE ITOHECET, CIEAYET MOMHUTE, YTO TO HE
Tax.

Taxoxe MOryT mocTynmuTs obelmaHus crmcamus NONroB 1mo Kpenautam (Wid
TIPEVIOKCHUE BO3HATPKACHUSI, BO3BPATA IIOXMINEHHBIX IEHEKHEIX CPencTB) B 0OMEH Ha
OCYIIECTBICHHE KaKUX-IIHOO HeHCTBHIA, AeCTabMIM3UPYFOIIIX 00CTaHOBKY B CTpaHe u
pernore, HE BEPBTE, Bac o06MaHBIBAOT. ITomuuTe, OI€PaTHBHO-PO3BICKHEIE
MEPONIPUATHS K CIEOCTBEHHBIE MEHCTBHUS IO TelneOHy He NpOBOISTCS! Ciy 651
Oe3omacHOCTH W COTPYIHUKM IPABOOXPAHHUTENLHEIX OPTraHOB HUKOTAA HE 3BOHST
TpaXkJlaHaM C COOOIIEHUSIMH O HEOOXOIMMOCTH OCYIECTBUTh KaKue-IuOo neiicTBUS B
PasIuYHBIX ENIX (IepeBOJ JEeHEKHEIX CPEACTB Ha HyXXIbl OONEHEIM U PaHEHBIM B XO/e
BEJICHHs OOEBBIX [EeHCTBHIA, 3aKyIKy OpyXus, GOENpHUIIacOB, B3PHIBHEIX YCTPOKCTB,
OECIHIIOTHBIX JIeTaTeIbHbIX allapaTtoB Ha TeppUTOpud CHENUATEHOM BOEHHOMN
OIlepaLum).

He mepexomure mo ccruikam, HallpaBICHHEIM BaM B CMC coobmenusx wu
ComManeHBIX ceTsax. He ycraHaBnmBaiiTe B CBOMX MOGYIIBHEIX YCTPOHCTBAX MPOrpaMMEL,
KOTOpEIC Bac IpOCAT YCTaHOBHUTh HEW3BECTHBIE JIHIA. ITomuute, B cooTBeTCTBHM C
3aKOHOZATeNbCTBOM Poccuiickoit @enepanu, 3a COBEPIICHUE IIPOTUBONIPABHEIX JESHUIL
JIILO €T0 COBEPIIMBIICE HECET. IEPCOHATBHYIO OTBETCTBEHHOCTE, Ipu npemnoxennu ot
HEH3BECTHOI'O JIMI[A COBEPIIHTH KaKHe-IU60 [IPOTHBOIIPABHEIC JEAHUS BaM CleNyer
HCSAMEMUIMTEIIBHO ~ IPEPBATh  PasrOBOPEl  CO _. 3BOHMBIUAMM K obpatuTecs B
IIPABOOXPAHHUTENBHEIE OPraHEL.



DOpMEI U METOMIBI HESTENBHOCTH YKPaWHCKHX CIEICITYK0 110 BOBICYEHHUIO Ipaxkaan
Poccuiickoit ®eneparuu s AUBEPCHOHHO-TEPPOPUCTHYECKYIO JESTEIHHOCTE
O6parmaem Bame BHUManHHe Ha TO, ITO B HACTOSAIIEe BpeMs Pa3BEpHyYITACh THXAS, HO

KoBapHas paboTa 10 BepGOBKe POCCHSIH 1 RoOBIYE pa3BeNNaHHEIX B CETH Telegram. C
YKPauHCKOH CTOPOHBI ~ceifdac fmemaeTcs  Gonbias CTaBKa Ha BHYTPEHHIOKO
Aecrabummsanuio Poccru u TCPAaKTbl Ha Halleld TEPPUTOPHH, B CBS3M C YeM CXEMEl
BOBICYCHHUSA DPOCCHHCKHX TIpaXIaH B NIPOTHBOIPABHYIO EeSTEIbHOCTE JOCTaTOYHO
H30IIPEHEL.

Cxema nestemsHOCTH Bpara CIefyromas: COTPYJHHKA yKPAaUHCKHX CIIELICITY X0
Cosparot B cetd Telegram kaHausl, KoTopbIe 3aHMMaOTCS cO0pOM aHHEBIX W3 OTKPBITEIX
UCTOYHMKOB. [lomp3oBarenu Bosmekarorcs B WIPOBBIC 3aJiaHUsl, IOJ NPUKPHITHEM
KOTOPBIX BEACTCS COOp pasBeIaHHBIX H BepGOBKa II0JIE30BaTeJIei,

ITonp30BaTens OTBEYACT BpOAe OB Ha OGBIYHEIE BOIIPOCH M HE3aMETHO st cebs
PackpelBaeT NMYHYI0 uH(opManmo. [ansme k pabore moxkmoOUaroTCs IICUXOJIOTH,
KOTOpEIC, OCHOBBIBASICH HA IMOJIy4eHHOL MH(OPMAIINK, YK€ HAYMHAIOT BepOOBaTH

KOTTla II0IB30BaTeIISIM Tpe/iTaraeTcs 3aiiTH Ha KaKhe-To PECYPCEI, HaliTi onpenenénnyIo
MH(OPMAIUIO, OTrafaTh 3arankd u co0paTh KIIFOYH U T.1. Hrposoit dopmar cHusaer
TIOJIE30BATENCH C TONKY, OHM AYMAIOT, Y4TO 5TO 6e306uaHO, U maxe He IIePETIPOBEPSIOT

IIOTyYeHHY 0 HH(OPMAIIHIO. '

Emg omun PaCpOCTPaHEHHBIA MeTON pasBenky wu BEPOOBKH  MOJIOIEWH
BPaKECKUMH CIIeLICITY KOaMy — TaK Ha3bIBaeMELe urpel ARG. B Hux 3amanus Toxe JlaroTCs
B HHTEPHETE, a BOT HTPOBOU IIIAThOPMOM CTAHOBHTCS peanbHIi Mup. Hecmotps Ha To,
9TO BCE IPOUCXO/IAIIIEE MPEIOMHOCHTCS KAk HUI'pa, B HeH HCTIONB3YIOTCS peabHEle HOMepa
TeJIE()OHOB, JIOKAIUH, NaKe BO3HarpaXxaeHue mobenauTeo. ITonayany urpokxam marorcs
TIPOCTEIE M Kak OynTo Ge3o6uuusle 3ManHms — Hampumep, cdororpaduposarscs psnoM ¢
OIIpeeIEHHEIM 3[aHUEM B FOpOAe UM 0OBEKTOM 06OPOHHOTO KOMILTeKca U IlepenaTh

Bumecre ¢ Tem HaunGomee YA3BUMasI KaTeropys MoJIb30BaTeNe, Ha KOTODBIX J€JIaloT
CTaBKy CIIELCITYXOBI — 5T0 mompocTku. C Y4ETOM MX HHTEPECOB JIETKO BOMTH K HUM B
AOBEPHE M BOCIIONIB30BATECS FUOKOCTEHIO TIOAPOCTKOBOH neuxuky. Ceromust IS 5Toro
AlXKE He HyXHO JIMYHO BCTPEYATHCS, KAK B KIaCCHYECKUX (uIbMax Ipo IIIAOHOB,
AOCTATOYHO CO3MATh TellerpaM-KaHaI ¢ TIPUBJICKATENbHBIM /ISl IOAPOCTKOB KOHTEHTOM.



['naBHOe mpaBmiO ¥ 3amuTa OT NOZOGHBIX MAHWIYJAMMA B HHTEDHETE —
epenpoBepKa JOCTOBEPHOCTH 000N moiydaeMoif mHbopMarmu. Hampumep, MOXHO
. IOMCKAaTh HHPOPMALMIO O KAKOM-TO OIIUCHIBAEMOM B TeJlerpaM-KaHale MEPOIIPUATHU HA
OQHIMATEHOM CaifTe OpraHu3aTOpa — AEHCTBUTENBHO JIH OH IPOBOIKT Ty UK UHYIO UTDY,
KBECT, KOHKYPC H T.]I.

Baxwo! B nexabpe 2022 rona npesunent PO Braguvup ITyTrH HOAM@CAT 32K0H 0
HakasaHW{ BIUIOTH [0 IIOXU3HCHHOTO 3aKIIOYEHHMs 3a CO3aHWe MBEPCHOHHBIX
co00IIEeCTB, QUHAHCHPOBAHKE ¥ NIPONATAH/TY IUBEPCHIL.

3akoH JOTONHAET VYTONOBHBIA Komekc Poccuu TPEMsI HOBBIMH CTAThSIMH:
«Cozetictre nuBepCHOHHON nesTensHOCTHY (cT. 281.1 VK), «IIpoxoxnenue o0yueHwust
B IIEJIIX OCYIIECTBIICHUS TUBEPCHOHHON esTensHocTI» (cT. 281.2 VK) u «Opranusarms
JMBEPCHOHHOTO co00IecTBa 1 yJacTie B Hem» (c1. 281.3 VK).

3a ckioHeHHe, BepOOBKY, (UMHAHCHpPOBAHIE WM BOBJICYCHHE B COBEpIIICHHE
JMBEPCHI 3aKOHOM Teleph OyZeT mpelyCMOTPeHO HaKasaHHe OT BOCBMH 10 15 mer (ot
mecatd 1o 20 IpHU HKCHIONB30BaHHMM CITYXEGHOTO TIONOKEHMS) HIM TOKH3HEHHOIO
numeHus cBoboxsl. IlocoGHMYecTBO nuBepcHsM OymeT HAKA3BIBATHCS JIHIICHHEM
CBOOOZBI OT necaTd A0 20 JeT: B HOKyMEHTE OHO OIpPENeNseTcs Kak YMBILIEHHOE
COZIEHCTBHE IPECTYIUICHUIO «COBETaMH, yKa3aHUSMH, IIPEJOCTABICHHEM uHboOpManuy,
CPEICTB MIIM OPYIHiD», & TAKXKE KaK 00eaHue CKPBITh MPECTYIIHHUKA.

3aKOHOM TaKKXe Mpe Ty CMaTPUBAETCs HaKa3aHHUe B BUJIE JIHILEHHS CBOGOIE! OT 15 bi()
20 st 1160 MOKU3HEHHOTO 3aKIIOYEHHS 33 MPOXOXKICHUE O0y4YeHHUs Ui COBEPIICHUS
muBepcui. 10 00ydYeHHe, COrNacHO JOKYMEHTY, IMpeICTaBisieT coboit npuoOpereHue
3HAHHUHU «B XOJI€ 3aHATHUH 110 PU3UYECKOH U ICUXOIOTHYECKOH IIOATOTOBKE, IIPU U3YUYECHHH
CIIOCOOOB COBEPINEHHS yKA3aHHBIX MPECTYIICHMI, IIPaBUI OOpaIleHUsI C OpyXKUEM,
B3PEIBHEIMH YCTPOMCTBAMMIY.
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Kak yKkpanHCKHe CIIeIICITy>K0bI BEpOYIOT POCCHSAH Ye€pe3 HHTEPHET-KBECTHI

He Beersia urpa — 9T0 IPOCTO Urpa. JIOBEPUMBEIE NOJIE30BATEIH YBEPEHEL,
YTO WIpPAIOT B UIPY, @ HA CaMOM JieJie ToMoraoT Bpary. IToka poccuiickas apmus
BenST OOeBhle JEWCTBHSA C MPOTHBHHKOM Ha pealbHOM (QpOHTE, yKpauHCKHE
crenciyX6bl aKTHBHO «BOIOIOT» B BHPTY&JIbHOM IIPOCTPAHCTBE. TuXas, HO
KoBapHas pabora 1o BepOOBKe POCCHSH U JA00bIYe pa3sBellaHHBIX Pa3BEPHYIach B
3aIUIIEHHOM, Kazanock Obl, cetd Telegram.

«C yKpauHCKO# CTOPOHBI ceifuac fenaeTcs 6ombIas CTaBKa Ha BHY TPEHHIOKO
nectabuimM3anyio Poccuu U TepakThl Ha Halllell TEeppUTOPUH, B CBA3H C YEM CXEMEI
BOBJICUEHHUS] POCCHUCKUX TpaXKaH B IPOTUBOIPABHYIO JEATENBHOCTD IOCTATOYHO

H30ILPEHB», — COOOWAIOT IpaBooXpaHuTeNu. CxeMa esATeNbHOCTH Bpara
CleayroIas: COTPYIHUKH YKPaMHCKHX CIencIy X0 CO3J1al0T B
ceru Telegram xaHaiel, . MaCKUPYIOIIHECS o OSINT-1ipoexTer

(amr. Open source intelligence), koTopele 3aHMMaOTCAs COOPOM J[aHHBIX W3
OTKPBITBIX HCTOYHUKOB. [l0oNB30BaTeNM BOBJIEKAIOTCA B UIPOBBIE 3aaHMs, IIOX
TIPUKPEITHEM KOTOPBIX BeETCS cOOp pa3BeANaHHBIX O POCCHHCKOM «0OOpOHKE» U
BepOOBKa MOJIB30BATENIEH.

Hamomuum: B mociejiHee BpeMsl IPaBOOXPAHHTENH BCE dalle BBIABIAIOT
rpakad, 3aHAMAOIIUXCS INMHAOHAKEM IO 3aJaHUI0 YKPaHMHCKHX CHEICIyxkO.
ITomoGHble NeHCTBYS, HATOMHUIIA B IIOJHIHH, TONIA/IAIOT MO/ CTAThIO 276 YK PCD
¥ IpeLyCcMaTpHBAIOT JIUIIeHre cBOGOIE! cpokom oT 10 1o 20 ser.

Kax paboTaroT MHOCTpaHHBIE areHThl ¥ KaKUM 00pa3oM MOJIb30BaTEIH
IONAJal0T B XMUTPO PacCTaBIeHHEIe JIOBYIIKY poTuBHUKA? UYto 3a OSINT Takoi?

MexanusM paboThl YKPawHCKHX CIIEICIy’X0, Ha caMoM Jele, JaBHO
M3BECTHBIM, HO, K COXXaJEHHIO, YacTO HEe 3aMeTHBI HEBHUMATEIbHOMY WIIH
HeonsITHOMY IoJib30Bareto. OSINT-poeKTsl — 3TO TONBKO OJMH W3 CIOCOOOB
CYIIECTBYIOIIEH pa3BeaesTeabHoCTU. VX 1enb — c6op HHPOpMAIUK U3 OTKPHITHIX
HCTOYHUKOB B UrpoBoii ¢opme. [Tonp3oBaTens oTBedaeT Bpojae OBl Ha OOBIYHBIE
BOIIPOCHI M HE3aMeTHO Uil cebsi pacKphIBaeT JJUYHyI0 MH(OopMaIimo. Bpaxeckue
AQHAJIUTUKU ITOTOM BCIO ATY MH(OPMALHIO KOHCOIUAUPYIOT ¥ COCTaBIISIOT IIOPTPET
yenoBeka. Jlanpine K paboTe MOOKITF0Uar0TCs IICUXO0JIOTH, KOTOPEIE, OCHOBBIBAsSICh HA
TOJTy9eHHOM HHPOPMAIWH, y)KE HAYHHAIOT BepOOBaTh YEIOBEKA.

Yare Bcero Takoi c6op MHPOPMALUU MACKUPYETCS MOJ OOBIYHBEIE KBECTHI,
KOTZla IIONB30BaTesIM IIpeJlaraeTcs 3alTH Ha KaKue-TO pPecypchl, HaHTH
OIpeNIENEHHY0 HH(POPMALIHIO, OTTaaTh 3araJJKi U coOpaTh KIIF0Yd | T.1. UIrpoBoit
dbopmaT cOUBaET MoIb30BaTeNel C TOJIKY, OHH JyMaroT, 9TO 3T0 6e300UIHO, U JaKe
He TIIepelpoBEpSIOT IONy4YeHHyr0 uHpopmauuio. Jlfoau IymMarT, 4YTO OHH
BBITIOJIHAIOT WHTEPECHBIE 3aIaHus, IIU(POBOH KBECT, a HA CaMOM Jiejle COOUparoT
UHGOPMALIUIO IS HeAPYKECTBEHHBIX OpraHu3alluii.



.
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Emg onum pacnpocrpaH8HHELT MeTon pa3BenKu ¥ BepOOBKH MOJIOIEKH
BPa)XECKUMH CIIeIICTyX06aMu — Tak HasbiBaemsle urpsl ARG (Alternative Reality
Games). B HuX 3a7aHus ToXe JAIOTCS B MHTEpHETE, & BOT UTPOBOM ILIaTGOpMOii
CTAHOBHTCS PEaNbHBINA MHUD.

Hecmotpst Ha T0, 4T0 BCE mpoucxonsmee IPemoaHOCHTCS Kak urpa, B Hei
HCIOJIB3YIOTCA pealbHbIe HOMepa Telne(OHOB, JOKALMH, JaXKe BO3HATPAKICHHE
noGezuTento. Beé 970 04eHb MOX0Xe Ha FOPOACKOH KBECT, TONBKO YYaCTHHKH JI0
KOHIIa TOJKOM HE€ IIOHMMAalOT, B 4€M yYacTBYIOT, M He 3HAIOT HHYEro o6
OpTaHHU3aTOpax, MOSICHSIOT 3KCIIEPTHI IO MU(MPOBOM 6e30IIacHOCTH.

Ilona4amy WrpokaM HaroTCsi LPOCTBIE W Kak GyATO Ge300HIHbIe 31aHUSA —
HanpuMep, choTorpa@upoBaThCs PAIOM C ONpPeAeNSHHEIM 3aHAEM B ropoze Wiu
00BeKTOM 06OPOHHOTO KOMILTEKCA M TIepefiaTh CHUMOK opranusaropam. ITo cytu
K€, TaK YYaCTHHK HEOCO3HAaHHO COBepIIaeT MpecTyIUIeHHe. Ilocie 53Toro
MaHHITyTHPOBATH KM MOXHO C IIOMOIIBIO YTPO3 U IIAHTAXKa, & 3/JaHHUs CTAHOBSITCS,
10 CYyTH, TUBEPCUSIMH. ,

HecnpocTa mnomankoii aiist cBoei nesTenbHOCTH WHOCTPAHHBIE CIELCITYKObI
BeIOpaiy Telegram. 3a rofsl CymiecTBOBaHMS CeTH y Hed CIOKHIACH permyTaius
HaZIEKHOTO pecypea ¢ CHcTeMoit mudposanus u BepuduKanuel kaHanos. B urore
Y JIEO/IeH CKyIaJIBIBaeTCs JIOXKHOE OIyIieHue 6e3omacHoctr. Kanams s BEpOOBKHU
B Telegram 3auactyro mMeroT ranouxy Bepuduxamuy, KOTOpasi Ha caMOM JIejIe He
TpebyeT noareepyxaenus. Hanprumep, Bo «BroHTakTey KaHaJly IIOJTBEPIUTH CBOIO
OQHIMATEHOCTE HY)KHO Yepes IOpTan rocyciyr. JUis Toro 9ToGsL IIOJIyYUTh TaKytO
ranouxy B Telegram, Heo6xonumo €& mpocTo omnaTuTs.

HHTepHEeT MOMHHUT BCE

-

K crnoBy, momoGHBle HIrpoBEIE MeETOMBI cbopa uHpOpPMALMH aKTUBHO
HCTIOMIE3YIOTCS U B MOITYJIAPHBIX COLCETSX, NpaBJa, ¢ Goee 6e306HIHOM Helblo —
Ul HACTPOHMKH TapreTMpOBaHHON pexiaMbl. OIHAKO CIIEIMANHCTEL IIPUA3EIBAIOT
[OJIB30BaTeIeH ObITh OCMOTPHUTENBHEE U BBIKIAIEIBATS JAXKE B COICETSIX TONBKO TOT
KOHTEHT, KOTOPBIM OHH IOTOBBI CefYac WK KOra-1u6o B 6y IyeM moeIuThCs ¢
MHpoOM. B npotuBHOM cirydae Beg, 4To XOTh pa3s Gbuio oI (ppPOBaHO, MOXKET OBITH
HCII0JIE30BAaHO ITPOTHUB BAC.

C Touxu 3peHHs HHOOPMALMOHHOM Ge30MaCHOCTH HCIIOIb30BAHME corcereit
B IIPUHIUIC OYCHb OmMacHo. Eciu y YenmoBeka OTKPHITEIA mpoduis, TO mo HeMy
ONPENE/ICHHBIE JIIOAM MOTYT Y3HATh O 4eNOBEKE BCE, UTO WM HYXHO, H
BOCTIONIb30BaThCsA 3TUM. Hamprmep, denosek BbIKIamsIBaeT doTorpaduu mecr,
KOTOPEIE HaCTO MOCCIIALT, ¥ IO IIOHAMAIOT, T/ €r0 MOYXHO BCTPETHTS. Jlabie
Ha CBA3H C HUM BBIXOJIUT areHT ¥ HaYMHAET paboTy Mo BepGOBKeY.

Ecnu poccuiickue cetu B mociemnee BpeMsl CcTand Ooee INENeTHILHBI B
OTHOMIEHNHU 6€30MIacCHOCTH INYHON HHPOPMALHH TI0/Ib30BaTeeH, TO 3anpemEHHEIe
B Poccnn unteprer-momanky cosepineHHo To9HO TaKoit uH(pOpMarmeit 1ensaTes ¢
HHOCTPAHHBEIMH CIELCITyKOaMH.



AKIIEHT Ha MacCOBOCTb

Ilpu BCell HE3aTEHIMBOCTH METONOB YKPAMHCKHM CIEICIyX6aM BCE e
yZaeTcsl BOBJIEKAaTh B CBOKO AESITEIBHOCTH OOJIBIIIOE KOJMYECTBO IIOJIH30BATEIIEH.
Kak mpasuiio, cosnaTeny kaHanoB Ui BepGOBKM pabOTAalOT HE HAI Ka4eCTBOM
CLIEHapHs UIPHL, a AENAa0T CTaBKY Ha MacCOBOCTb.

«K mnpumepy, Takue KaHalBl OXBATHIBAIOT, YCJIOBHO, HECKONBKO THICHY
4E€JI0BEK, U3 KOTOPBIX KIFOHYT Ha UX IPUMaHKy, k mpumepy, 500. To ecTs, Tak unmu
HHa4e, OHU B KOTro-To momaxyT. KoMy-To He XBaTHT BHMMATEILHOCTH, KTO-TO HE
00paTUT BHUMaHKE Ha 9TO-TO B OIKCAHUHM, KTO-TO IPOCTO OyZer y4acTBOBATE, YTO
Ha3bIBAaCTCsA, «I0 MPHKOIy». B wWrore wu3-3a mUpPOTEI oOxBara 3T0 OymeT
CYIIECTBEHHOE KOJIMYECTBO JIIOAEH, ¢ KOTOPEIMH MOXHO IPOBOJUTE JalbHEHIIIHE
MaHUIyJSIIUU ¢ KoMMeHTapusmu, DDOS-artakamu v Tak panee», — IOSICHSET
9KCIIEPT 10 KHOEepOE30IIacCHOCTH.

IIpu 5TOM, BO3pacT IENEBOM ayIUTOPUH YKPaMHCKUX CIIELICITYK0 MOXeET
OBITb pasHEIM — OT JeTell 6-7 JeT, y KOTOPEIX YK€ eCTh CBOGOIHBIM JOCTYIT K
rajpkeraM, 10 MOJIOABIX Jmroaeit 25-30 ner. JIromu 6oee CTapIlero Bo3pacT 0OBIYHO
NOMAaJaloT B TaKHe «HIPBD» 4Yallle BCEr0 CO3HATENBbHO, IPHU OIpeeTEHHBIX
MIOJIUTHYECKUX B3IUIAaX.

Bwmecte ¢ TeM HauGonee ys3BHMas KaTeropus HOIB30BATENeH, Ha KOTOPBIX
JIeTIAIOT CTAaBKY CIIELCITYKOBI, 3T0 HOAPOCTKHU. C yU4ETOM HX HHTEPECOB JIETKO BONTH
K HAM B IOBEpHE U BOCIIOJIE30BATECSA THOKOCTHIO MTOAPOCTKOBOM meuxuku. Ceromus
AULSL STOTO laXKe HE HYIKHO JIMIHO BCTPEYATHCS, KaK B KITACCHYECKUX QHIIBMAxX Ipo
IIITHOHOB, [JOCTaTOYHO CO3[aTh TelerpaM-KaHall C [PUBJIEKATEIBHBIM IS
IIOPOCTKOB KOHTEHTOM.

Kaxnplit TenerpaM-kaHai, KOTOPBIN CO31a&TCst IJ1s1 BepOOBKH, HAIIOIHSIETCS
KOHTEHTOM, MaKCHMalbHO WHTEPECHBIM JUI OIpPENeNEHHONM TIpynmel jaum. Y
TIOZPOCTKOB  CelYac, Hampumep, MOIYIAPHBI KakKdWe-TO KopelcKue UCTOpPHH,
KeHIIOoN-KynbTypa. ECTeCTBEHHO, OHM 3aXOMAT B 3TOT KaHAN, HAYHHAETCS OBIICHIe
— M COOMpPAaroTCsl JaHHBIE O MOJIB30BATEISX.

A BOT 00€30IIaCHUTE MOAPOCTKA OT TAKOTO BIIMSHHUS U MaHUITY ISR yiKe
cnoxnee. Hax otim paGoraror crenuanuctst o kubepruruene. OHu O0OBSICHSIOT,
4TO JIaBaTh JOCTYI K JUYHBIM JAHHBIM MOYHO TOJBKO TEM, KOMY JOBEpSEIlb; YTO
HEJIb3sI OOABIATE B IPy3bsl HE3HAKOMEIX MIONIB30BATeNIEH, aXKe eCITH 3TO IpOQHITH
3HAMEHWTOCTH, ¥ T.A. HO Ba)KHO IOKa3kIBaTh, Kak 9T0 BCE paboTaeT Ha KOHKPETHBIX
PEalIbHBIX IIpUMepax.

«3/1eCh O4EHb TOHKas IpaHb. [I0IPOCTKH CHAYANA B IITHIKY BOCIIPUHUMAFOT
MH(QOPMAIMIO, MO3TOMY BaXKHO OOy HH(DOPMAIMIO B UIPOBOM (opme Ha
KOHKPETHBIX KelicaX NpenogHocuTh. To ecTh HAmo 0OBICHUTD MEXaHM3M, KaK 3TO
paboTaer, TOJNBKO TOrAa 3TO 3GbEKTHBHO», — TOSICHSIET SKCIEPT 1O
KuOepOe30macHOCTH.



Kak 3ammTuteca?

['71aBHOE MPaBHIO ¥ 3aIUTa OT MOJOGHBIX MAHHMILYJILUN B WHTEPHETE —
IIepenpoBEPKa TOCTOBEPHOCTH Jr000M moimydaemModl uHGpopmarmu. Hampumep,
MOJXHO TIOHUCKATh WH(MOPMAIMIO O KaKOM-TO OIIMCHIBAEMOM B TeJerpaM-KaHale
MEpONpHATHA Ha OQHIHMAILHOM CaliTe OpraHu3aTopa — MEHCTBHUTENHEHO JIH OH
IPOBOAUT Ty WIH UHYIO UTPY, KBECT, KOHKYPC U T.H.

Emé omuH MyTh — IIOMCKAaTh B JPYTHUX HCTOYHHMKAX OT3BIBBI JIIOJEH O
KOHKPETHOM TeJlerpaM-KaHajle U MEepONpPUATHSIX, KOTOpPhle TaM OIUCHIBAIOTCS.
B03M0OXHO, KTO-TO Y€ CTaJIKUBAJICS C 3TUM TellerpaM-KaHaJlOM, IOHSJ, 9TO €ro
TEITAIMCE 3aBepOOBaTh, U IIe-TO B HHTEPHETE 00CYK AN 9Ty CUTYaIHIO.

JIns 3alUTBl JIMYHBIX JaHHBIX OT KHUOEpIIPECTYITHHKOB M BPaXECKUX
crerciryx0 Toxe ecTh onpeenéHHble npasuia. [Ipex e Bcero Heo6XxoauMo Beeraa
KOHTPOJIMPOBaTh, KaKyl0 HHQPOPMALMIO YEJIOBEK BHIKIAABIBAET B HHTEPHET.
AGCOMIOTHO BCE, YTO OAHAX/BI ObLIO orudpoBaHo — gororpadus, coodieHue u
T.JI., JaXe TOCIIe YIATCHHS IMPOJIOIDKAET «KUTh» B BUPTYAJIBHOM IIPOCTPAHCTRE.

Oco0yi0 OmacHOCTh, MOMYEPKUBAET OKCIIEPT, MPEACTABISIOT MOOHIBHBIC
OIlEpaIMOHHBIE CHUCTEMBI — IOSICHAET OKCIEepT IO KuOepOe30macHOCTH B HUX
aBTOMATUYECKH CO3JAlOTCSI PEe3epPBHBIE KOMUH BCETO COACPIKUMOTO TaJKeTa,
KOTOpEIE HAaBCEer1a COXPaHIIOTCS B «00IaKax».

BaxHo TarKe IIONB30BATHCS HANEKHBIMH TPUIOKEHUSIMHA — TIOSCHSET
9KCIEepPT IO KuOepOe30mmacHOCTH Jydllle OTE€YeCTBEHHOIO IIPOU3BOACTBA WA
pa3paboOTKH  JPYy>KECTBEHHBIX  CTpaH €  IIOJJIEPXKKOM  OOHOBIIEHHUH.
KubepnpecTyTHUKH MTOCTOSIHHO H300peTaoT,BCE HOBBIE CIIOCOOBI m00paThes 10
JaHHBIX IIOJIb30BaTeNlel, a pa3paboTYUMKU TPUIOKEHHH OTHUM  yrposam
IPOTUBOAEHUCTBYIOT, BEIITyCKasi 0OHOBIEHHEIE BEPCHH IIPOTPaMM.

M3-3a  caHKIWM paspabOTYMKK INPUIOXKEHHH M3 HEJPYyKEeCTBEHHBIX
TOCyJJapCTB IIEpPecTald MOAAEPKUBATh CBOHM TMPOAYKTEI — M HMX CTAJNO IIPOIIE
B310oMaTh. COOTBETCTBEHHO, IIOJ YIpO30H . OKa3aJuCh M JIMYHBIE JaHHBIE
MIOJTE30BaTeNIeH TaKUX IPUIIOIKEHHIA. )

Hy u, kOHe4YHO, HEMaJIOBaXXHO IIOBBIIATh HHPOPMALMOHHYIO I'PAaMOTHOCTE
nosib3oBareseid. OHa, 1o cII0BaM SKCIEPTOB, ceiiuac Ha HU3KOM YPOBHE HE3aBUCHMO
OT BO3pacTa U ypoBHS 00pa30BaHHOCTH IIOJIb30BaTelNel. Jlenats 3T0 HeoOXOAuMO
KOMIIJIEKCHO — C IIPUBJIEYEHUEM KHOEepareHTOB HJIM MPO(PHUIBHBEIX CIEIHATHCTOB
CHJIOBBIX BEJOMCTB. Torma omHOH yrpo3oii-6e30macHOCTH B HHTEPHETE TOYHO
CTaHeT MEHBIIIe, HACTAUBAIOT CIICI[HAJIUCTEI.

«EcTh Takoe BBIpaKEHHE, 4YTO OCHOBHas yrpo3a HHGOPMAI[HOHHOM
Oe3omacHOCTH OOBIYHO CHUIMT II€pel MOHHUTOpPOM. KM Bce CHCTEMBI 3aIlUTHI
HHQOPMAIlMOHHOM 6e301IacHOCTH B IEJIOM HACTPOEHBI HA TO, YTOOBI
MUHMMH3MPOBATh YEIIOBEUECKOE y4acTHe B JAaHHOM IIPOIIECCE», — PEIIOMHUPYIOT
CIIELMAIUCTHI B 001acTu KubepOe30macHOCTH.



